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State Responsibilities under National Pollutant Discharge Elimination System (NPDES) Electronic Reporting Rule

The U.S Environmental Protection Agency (EPA) published the National Pollutant Discharge Elimination System (NPDES) Electronic Reporting Rule in 2015. This rule requires NPDES regulated entities to report information electronically, instead of filing paper reports. The rule does not change what information is required from NPDES regulated entities. It only changes the method by which information is provided (i.e., electronic rather than paper-based). The rule also requires authorized NPDES programs (states, tribes, and territories) to electronically share with EPA both the data they receive from permittees and the permit, compliance, and enforcement data they generate themselves.

EPA anticipates the rule saves time and resources for permittees, states, tribes, territories, and the U.S. Government while increasing data accuracy, improving compliance, and supporting the goal of providing better protection of the nation’s waters. The rule provides greater clarity on who is and who is not in compliance and enhances transparency by providing a timelier, complete, more accurate, and nationally-consistent set of data about the NPDES program.
EPA is implementing the requirements of the rule in two phases. The compliance deadlines are as follows:

· Phase 1 – Starting No Later Than December 21, 2016: 
· Permittees must electronically submit their Discharge Monitoring Reports (DMRs). 
· Authorized NPDES programs must electronically share with EPA the DMR data they receive from permittees and the NPDES permitting, compliance, and enforcement data they generate themselves.

· Phase 2 – Starting No Later Than December 21, 2025:
· Permittees must electronically submit general permit notices and program reports (see the detailed list below). 
· Authorized NPDES programs must electronically share with EPA the general permit notices and program reports they receive from permittees as well as any related NPDES permitting, compliance, and enforcement data they generate themselves.

The transition from paper-based to electronic reporting requires close coordination and cooperation between EPA and authorized NPDES programs. To aid in the transition, this brochure describes the actions authorized NPDES programs must take to be ready for electronic reporting, including intermediate milestones established by the rule. The table below summarizes these milestones and the text that follows provides more details on each.
	Milestone for Authorized NPDES Programs
	Date

	Incorporate electronic reporting requirements into permits issued after the effective date of the rule (December 21, 2016) 
	December 21, 2015

	Make initial recipient decisions 
	April 19, 2016

	Transmit initial data for Phase 1
	September 21, 2016

	Implement electronic reporting tools and begin sharing Phase 1 data
	December 21, 2016

	Submit implementation plan for Phase 2 electronic reporting
	December 21, 2016

	Complete any necessary regulatory or statutory changes
	December 21, 2016 (regulatory)

December 21, 2017 (statutory)

	Re-submit waiver process descriptions
	December 21, 2020 (and every five years thereafter)

	Transmit initial data for Phase 2
	September 21, 2025

	Implement electronic reporting tools and begin sharing Phase 2 data
	December 21, 2025


Incorporate Electronic Reporting Requirements into Permits

The rule requires that authorized NPDES programs include electronic reporting requirements in NPDES permits that become effective on and after December 21, 2015. EPA has developed model permit language to help permit writers incorporate electronic reporting into new or re-issued NPDES permits. For a copy of the model permit language, visit: https://www.epa.gov/compliance/npdes-ereporting.

Make Initial Recipient Decisions

The NPDES eRule requires each authorized NPDES program to decide whether or not they would like to use EPA’s software or to build their own electronic reporting tools. Authorized states can make this decision or defer this decision to EPA. The governmental entity, either the state or EPA, that makes this decision is the “Initial Recipient.” An authorized NPDES program must notify EPA if it wishes EPA to be the initial recipient for a particular set of data (also known as “NPDES data group”). By April 19, 2016, the rule requires that authorized NPDES programs decide whether or not they would like to be the initial recipient for each NPDES data group. EPA has documented these notifications on its website: https://www.epa.gov/compliance/npdes-ereporting.
Transmit Initial Data for Phase 1

By September 21, 2016, the rule requires that authorized NPDES programs electronically transmit to EPA certain data for all permittees that submit Phase 1 data (e.g., DMRs). These initial data include basic facility and permit information. These data are necessary so that EPA’s system can accept information from both the permittees (e.g., DMRs) and the authorized NPDES programs (e.g., permit, compliance, and enforcement data). Authorized NPDES programs often collect these data from individual paper NPDES permit applications and forms submitted by permittees; however, some states collect these data through electronic reporting systems. 
Implement Electronic Reporting Tools and Begin Sharing Phase 1 Data

By December 21, 2016, data systems and electronic reporting tools must be in place so that permittees can begin submitting their Phase 1 data (e.g., DMRs). Also, by December 21, 2016, data systems and National Environmental Information Exchange Network protocols must be in place so that authorized NPDES programs can begin sharing their permitting, compliance monitoring (e.g., inspection), violation determination, and enforcement action data with EPA. 

EPA recognizes that many authorized NPDES programs have their own electronic data systems and reporting tools for managing NPDES data. Therefore, the rule provides flexibility on the specific data systems and reporting tools to be used. For example, for Phase 1 data, options include:

· Authorized NPDES programs may elect to use EPA’s NPDES data system (ICIS-NPDES) and electronic reporting system (NetDMR). NetDMR is a nationally available electronic reporting tool, initially designed by states and later adapted for national use by EPA. States have the option of choosing the EPA version—National Installation—or installing and hosting their own version of NetDMR.

· Authorized NPDES programs may choose to devote their resources to develop their own data systems and/or electronic reporting tools. If using their own data system, the authorized NPDES program must ensure that it can manage the minimum set of data required for Phase 1 and that it facilitates electronic reporting from permittees. The systems and tools also must be compliant with Cross-Media Electronic Reporting Regulation (CROMERR) authentication and encryption standards.
EPA continues to closely work with authorized NPDES programs to help them develop their NPDES data systems in a cost-effective manner. Regardless of the data systems and tools chosen, authorized NPDES programs should be prepared to provide support to permittees to facilitate electronic reporting of Phase 1 data. Authorized NPDES programs must provide sufficient training materials and resources to permittees (e.g., staff time to answer questions). These training materials and resources help provide permittees with the necessary guidance and knowledge to utilize the appropriate electronic reporting system. In particular, permittees need to learn how to obtain an electronic signature as well as how to register and maintain their login information for the appropriate electronic reporting system. If an authorized NPDES program chooses to use EPA’s data system and tools, EPA can aid in the form of training and support to the authorized NPDES program. For more information on training and support, visit https://netdmr.zendesk.com/home.
The following EPA webpage provides a listing of the states that use NetDMR and states that have their own electronic reporting tools for DMRs. See: https://netdmr.zendesk.com/hc/en-us/articles/209616426-For-New-Users-Who-Can-Report- The following webpage provides more information on how states can share data with ICIS-NPDES: https://www.exchangenetwork.net/data-exchange/icis-npdes/
EPA uses the “NPDES eRule Readiness and Reporting Dashboard” to annually assess the progress each authorized NPDES program is making in electronically collecting and sharing facility, permit, and DMR data. See https://echo.epa.gov/trends/data-viz?filters=erule. 

Submit Implementation Plan for Phase 2 Electronic Reporting

By December 21, 2016, authorized NPDES programs must submit an implementation plan for meeting the Phase 2 data requirements for EPA to review. The implementation plans provide details (e.g., tasks, milestones, roles and responsibilities, necessary resources) on how EPA and the authorized NPDES program will work together to successfully implement Phase 2 electronic reporting. The implementation plans also document the process for evaluating and approving temporary and permanent waivers from electronic reporting. EPA developed a template for implementation plans that authorized NPDES programs can use to update their plans as needed. 
EPA worked the authorized NPDES programs and provided suggested potential revisions. EPA posted these implementation plans on its website to provide the public with greater transparency on the milestones and tasks each state will be undertaking to move towards electronic reporting. See: https://www.epa.gov/compliance/npdes-ereporting. 
Complete Any Necessary Regulatory or Statutory Changes

Some authorized NPDES programs may need to update their regulations or statutes to make clear that electronic reporting is required and that these electronic submissions must be compliant with CROMERR authentication and encryption standards. EPA regulations require that any updates to the authorized NPDES program take place by December 21, 2016 if only a regulatory change is required, or by December 21, 2017 if a state statutory change is required. Regardless of whether regulatory or statutory changes are required, the rule requires that authorized NPDES programs update their Memorandum of Agreement (MOA) with their EPA Regional Administrator to include electronic reporting. See: https://www.epa.gov/compliance/npdes-ereporting.
Re-submit Waiver Process Descriptions

By December 21, 2020 (and every five years thereafter), the rule requires authorized NPDES programs to re-submit to EPA their waiver process descriptions (initially submitted as part of the implementation plan described above). Resubmission will allow EPA and authorized NPDES programs to assess the effectiveness of the waiver process against advances in information technology.

Transmit Initial Data for Phase 2

By September 21, 2025, the rule requires that authorized NPDES programs electronically transmit to EPA all data necessary for implementation of Phase 2 data collection (e.g., general permits and program reports). These data are necessary so that EPA’s system will be able to accept the Phase 2 NPDES reports from the permittees once Phase 2 begins (on December 21, 2025). For information on the specific data required as part of the initial transmission, see https://www.epa.gov/compliance/npdes-ereporting.
Implement Electronic Reporting Tools and Begin Sharing Phase 2 Data

By December 21, 2025, data systems and electronic reporting tools need to be in place so that permittees can begin submitting their Phase 2 data and authorized NPDES programs can begin sharing these data with EPA. Phase 2 reports include:

· Notices of Intent to discharge (NOIs) under a general permit;
· Notices of Termination (NOTs) of coverage under a general permit;
· No Exposure Certifications (NOEs) under a stormwater general permit;
· Low Erosivity Waivers and Other Waivers from Stormwater Controls (LEWs);
· Biosolids/Sewage Sludge Annual Program Reports (where state is authorized for the Federal biosolids program – see 40 CFR parts 501 and 503);
· Concentrated Animal Feeding Operation (CAFO) Annual Program Reports;
· Municipal Separate Storm Sewer System (MS4) Program Reports;
· Pretreatment Program Annual Reports;
· Significant Industrial User (SIU) Bi-annual Compliance Reports;
· Sewer Overflow/Bypass Event Reports; and
· Clean Water Act (CWA) Section 316(b) Annual Reports.
EPA uses the “NPDES eRule Phase 2 Implementation Dashboard” to annually assess the progress each authorized NPDES program is making in electronically collecting and sharing general permits and program reports with EPA. See https://echo.epa.gov/trends/data-viz?filters=erule. This dashboard also identifies if EPA or the state will provide the electronic reporting tool for each general permit or program report.
As with Phase 1 data, the rule provides flexibility on the specific data systems and reporting tools to be used and authorized NPDES programs can choose to use EPA’s systems and tools or develop their own. EPA’s electronic tool for Phase 2 data is the NPDES Electronic Reporting Tool (NeT). For additional information on NeT, visit https://epanet.zendesk.com/hc/en-us.
EPA uses a Memorandum of Understanding (MOU) with each state that elects to use NeT to bolster its partnerships with authorized NPDES programs. This MOU clarifies the roles and responsibilities for both EPA and the authorized NPDES program. The primary focus of the MOU covers the data elements found in the NPDES eRule (see Appendix A, 40 CFR part 127), which identifies the minimum set of NPDES data that authorized NPDES programs must enter or transfer to U.S. EPA’s national NPDES data system, as well as, what NPDES-regulated entities must report electronically to the authorized NPDES program. Where the authorized NPDES program chooses to require NPDES regulated entities to submit more data than what is listed in 40 CFR Part 127, Appendix A, both parties to this agreement will work together to determine the most viable solution (e.g., additional fields on electronic form, PDF attachment, paper form) to collect and record those data. The MOU template is posted to EPA’s website: https://www.epa.gov/compliance/npdes-ereporting. 
Also, as with Phase 1 data, authorized NPDES programs should be prepared to provide support to permittees to facilitate electronic reporting of Phase 2 data (e.g., provide registration support, electronic reporting system training and user support). For more information on training and support for using EPA’s NeT, visit https://epanet.zendesk.com/hc/en-us. 
